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Abstract— Static broadband wir elessnetworks, due to their
easeof deployment, are lik ely to proliferate in the near futur e.
The major stumbling block, however, is that wir elesslinks are
proneto external interfer ence,channelfading, inclementweather,
etc. Therefore scalableand reliable routing despitefr equent link
quality �uctuations is neededfor acceleratingthe growth of these
networks. Most of the wir eless routing schemesproposed in
the literatur e are less suitable for these networks, as they are
designed primarily for mobile ad hoc networks with dynamic
and unpredictable topologies.In this paper, we proposea novel
link-state-basedblacklist-aided forwarding (BAF) approach, that
takes advantage of the fact that the nodes and therefore their
adjacencies are relatively static, for scalable packet delivery
in static wir elessnetworks. Under BAF, each packet carries a
blacklist, a minimal set of degraded-quality links encountered
along its path, and the next hop is determined based on both
its destination and blacklist. BAF provides loop-free delivery of
packets to reachable destinations regardlessof the number of
degraded links in the network. We evaluate the performance of
BAF and show that it is not only reliable but also scalable.

I . INTRODUCTION

There is a generaltrend towards wirelessconnectivity to
eliminate the costsand delaysassociatedwith building and
maintaining a wired infrastructure.Static multihop wireless
networks are emerging as the technologyof choice for con-
necting the communitiesand for providing broadbandac-
cessto the Internet [1]–[3]. In suchstatic multihop wireless
networks, routers (“nodes”) are connectedthrough wireless
channels(“links”) insteadof wired links, andare responsible
for forwarding packets from/to variouswirelessend systems
suchaslaptops,PDAs, etc.For thesewirelessnetworks to be
a viable alternative, they shouldoffer similar level of service
availability and reliability as wired networks. Unfortunately,
apartfrom the componentfailuresthat are commonin wired
networks,wirelesslinks haveadditionalsourcesof degradation
such as external interference,channelfading, and inclement
weather. Therefore,reliableandscalablerouting despitesuch
�uctuations is essentialfor overcominga potentialhurdle to
widespreaddeploymentof staticwirelessnetworks.

A key characteristicof the aforementionednetworks is that
thenodesandtheir adjacencies(potentialneighbors)arerela-
tively static,whereasthe stateof links canbe quite dynamic.
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In otherwords,thestateof a link mayvary frequentlybetween
goodchannelconditionsandnoisy channelconditions,while
thesetof potentialneighborsof a nodechangesrarely. Most of
thewirelessroutingschemes[4]–[6] proposedin the literature
have beendesignedprimarily for mobileadhocnetworkswith
dynamicandunpredictabletopologies,andthusarenot ideally
suitedfor static networks. Theseschemesin generalassume
thatindividual wirelessdevicesareresponsiblefor discovering
and maintaining routes to other peer devices, henceenergy
and mobility are major concerns.Thoughsomeschemes[7],
[8] have beenproposedrecentlyfor wirelessmeshnetworks,
their route discovery and packet forwarding mechanismsare
similar to mobileadhocroutingschemes.We believe schemes
basedon traditional link state routing are better suited for
static multihop wirelessnetworks provided they do not incur
the expenseof frequentlink stateupdates.

In this paper, we proposeand develop a novel link-state
basedrouting approach– blacklist-aidedforwarding (BAF) –
for scalablepacket delivery in staticmultihop meshnetworks.
The proposedapproachaims to balance the trade-offs in
reliability (highpacketdeliveryrate),optimality (routingalong
the best quality paths) and scalability (routing overheads)
by taking advantageof the unique characteristicsof static
multihop meshnetworks. The central idea behind the BAF
approachis to let link statepackets disseminatea reference
topology re�ecting the adjacenciesof nodesand their long-
termqualitiesto theentirenetwork, while regulardatapackets
convey negative1 information on links with degraded short-
term quality (w.r.t. the referencetopology) to the nodesin a
neighborhood.UnderBAF, eachpacket carriesa blacklist2, a
set of currently degradedlinks, and it is forwardedalong a
routebasedon both the destinationandblacklist information.
A packet's blacklist is normally emptyand the next hop is
chosenalong a path with decreasingcost (accordingto the
referencetopology) to the destination.But whensuchgreedy
forwarding is not possibleat a nodedueto thedegradationof
anadjacentlink, thatlink is addedto thepacket'sblacklistand
forwardedto an alternatenext hop. The blacklist of a packet
is reset to empty when the next hop has lower cost to the
destinationthanany of the nodesvisited so far by the packet.

1If a link's short-termquality is betterthanits long-termquality, forwarding
over it is loop-freeevenwithout informing any othernodeof its currentstate.

2The notion of blacklist here is different from that in [9], [10]. We use
blacklist as a way of propagatinglink state locally and packets may be
forwardedover a blacklistedlink asexplainedin SectionVI.



The proposedblacklist-aidedforwardingapproachhassev-
eral attractive features:(i) it guaranteesloop-freedelivery to
reachabledestinationsregardlessof the numberof degraded
links; (ii) whenthereareno degradedlinks, BAF behavesjust
like conventionalshortestpathforwarding;(iii) only thenodes
in the vicinity of a degradedlink needto be informed of the
link beingblacklisted,resultingin localizedlink stateupdates;
(iv) BAF amountsto on-demandcreationof a few alternate
routing entriesat nodesaroundvulnerablelinks, making it a
scalableschemefor reliabledelivery.

The remainderof the paper is organizedas follows. We
describethe problem setting in Section II and proposeour
solution,BAF, in SectionIII. We presenttheformalalgorithms
and implementationdetails of BAF approachin SectionIV.
The performanceof the proposedapproachis evaluatedin
SectionV. In SectionVI, the proposedapproachis extended
to handlemore�ne-grain link statechangesthanjust goodand
bad.The relatedwork is discussedin SectionVII. Finally, we
concludethe paperin SectionVIII.

I I . PROBLEM SETTING

The problem scenarioaddressedin this papercan be de-
scribed as follows. Consider a multihop wireless network
wherenodes(wirelessrouters)aredeployed in �x ed locations
and they are responsiblefor routing and forwarding packets
from/to wireless end systemswithin their radio range to
other wireless end systemsin the network (or gateways to
the wired Internet). In such networks, the adjacenciesof a
node(the set of neighborsthat could be next hopsfrom this
nodeto somedestination)arerelatively static,sincenodesdo
not “join” or “leave” the network dynamically. On the other
hand, the stateof the wirelesschannelor link betweentwo
neighboringnodesmay oscillate frequently, due to various
causes.For simplicity, �rst we representlink stateas either
goodor disrupted. A link is consideredto be goodif packets
can be forwardedsuccessfullyover that link; otherwiseit is
regardedasdisrupted.We motivateanddevelop the proposed
approachbasedon this two-statemodeland later extend it in
SectionVI to handle�ne-grain degradationin the quality of
links . Asidefrom theinstantstateof goodor disrupted,a cost
(e.g. ETX [11] or ETT [8]) is associatedwith eachlink that
representsits long-termthroughputor channelcapacity. The
state(good or disrupted)of a link may �uctuate frequently,
whereasits cost varies much slowly. For example, in the
topology shown in Fig. 1 where each edge is labeledwith
its cost and disruptedlinks are indicatedby dashededges,
the link A � C has a cost of 1 but it is currently disrupted.
Given this scenario,our goal is to designa scalablescheme
that alwaysattemptsto forward packetsalong low cost links,
while routing aroundthosethat arecurrentlydisrupted,so as
to attainhigh packet delivery rateand throughput.

Although traditional link staterouting schemescan be ap-
plied to suchstaticmultihopnetworks,they suffer theproblem
of poor scalability, while without necessarilyensuringhigh
packet delivery rate: any discrepancy betweenthe previously
updatedstateandthecurrentstateof thenetwork couldcause
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Fig. 1. Topologyusedfor illustration

packetdropsor forwardingloops.For example,in thetopology
of Fig. 1, supposeall the nodesknow the cost of eachlink
but only the nodesadjacentto a disruptedlink are aware of
its currentstateandothernodesarenot informed.AssumeA
is the sourceand C is the destinationfor a packet. Knowing
that the link to its next hop C is currently disrupted,A can
eitherdropthepacket or forwardit alongthealternateshortest
path via D. If A forwards to D, since D is not aware of
the disruptionof A � C, it will forward back to A, along its
usualshortestpathfor C, resultingin a loop. This is certainly
undesirableparticularlywhenall thenodesarereachablefrom
eachotherwithout disruptedlinks. On the otherhand,always
maintainingaccurateview of thenetwork, to avoid loopingor
dropping of packets, is either expensive or infeasiblewhen
the timescaleat which link state varies is relatively small
comparedto thetime requiredfor globaldisseminationof link
stateupdatesandrouterecomputations.

Several approachesfor reducingthe overheadof link state
routing have been suggestedfor both ad hoc and wired
networks [12]–[16]. Fisheye State Routing (FSR) [12] and
Hazy Sighted Link State (HSLS) routing are such ad hoc
routing schemesthat update the nearby nodesat a higher
frequency than the remote nodes. An algorithm proposed
in [13] performslocal restorationby informingonly therouters
in the neighborhoodabout link failure events insteadof all
routers. Failure insensitive routing approach[15] provides
local reroutingfor IP networks throughinterface-speci�cfor-
warding and failure inferencing.All theseapproachesmay
work �ne for individual and independentlink disruptions
but cannothandlesimultaneousdisruptionsof multiple links
which is quite likely in wirelessnetworks. Therefore,a new
routingschemeis neededthatensuresloop-freedelivery to any
reachabledestinationregardlessof the numberof disrupted
links without requiring accuratestateof the network. In this
paper, we proposeandevaluatesucha schemethat is ideally
suitedfor staticmultihop wirelessnetworks.

I I I . OUR APPROACH

In this section,we start with how greedyforwarding can
be performed to locally route around disrupted links. We
then present our blacklist-aided forwarding approachthat
overcomesthe limitations of greedyforwardingandprovides
reliabledelivery despitetransientdisruptionswithout frequent
global link stateupdates.



A. GreedyForwarding

Considerthe topologyshown in Fig. 1 andsupposethat all
the nodesknow the costof eachlink throughglobal updates,
but only thenodesadjacentto a disruptedlink areawareof its
currentstate.Now assumethat A is the sourceand H is the
destinationfor a packet. The usualshortestpathfrom A to H
is via C. But sinceA � C link is currentlydisrupted,we needto
�nd analternatenext hop.We want to choosea next hopsuch
that the packet doesnot get caughtin a forwardingloop. One
way to guaranteeloop-freedomis to forward thepacket along
the path with decreasingcost to the destination,i.e., at each
hopensureforward progresstowardsthedestination.Only the
neighborsof a nodewith forward progressto the destination
areconsideredfeasiblenexthops.The processof forwardinga
packet to a feasiblenexthop with maximumforward progress
is referred to as greedyforwarding. It is important to note
that for greedyforwarding to be loop-free,costsof shortest
pathsneedto be determinedconsistentlyat all nodesbased
only on the global link stateupdates, disregardingany local
knowledgeof disruptions.

For example,in the topologyof Fig. 1, the cost to reachH
from A, B, D are5, 6, and4 respectively. To reachH from A,
nodeB is not a feasiblenext hopsinceits costto H is 6 which
is greaterthanthecostfrom A to H. Theotherneighborof A,
nodeD is a feasiblenext hop sinceits cost to H is 4 which
is lessthan 5. So A forwardsthe packet to D which in turn
forwardsto G. Again at G, the adjacentlink G � H associated
with theusualnext hop is disrupted.SoG looks for a feasible
next hopand�nds thatF is feasiblewith its costto H being1
which is lessthanG to H costof 2. This way, a packet from
A is deliveredto H successfullywith greedyforwardingeven
thoughsomelinks along the patharecurrentlydisruptedand
all nodesdo not have the accurateview of the network.

The greedyforwardingdescribedabove doesnot guarantee
deliveryof apacket to its destinationevenif thereexistsapath.
A packet is discardedwhen forward progressis not possible,
i.e., it reachesa deadendnodewhosecost to the destination
is smallerthanany of the possiblenext hops.For example,in
Fig. 1, supposethesourceof apacket is A andits destinationis
C. Given that A � C is currentlydisrupted,A dropsthe packet
sinceit cannot�nd a next hop to C with costsmallerthan1.
Note that a packet encountersdeadendonly whenthereis an
unannounceddisruptedlink adjacentto the deadendnode.If
all other nodesare madeaware of that disruptedlink, there
would be forward progressand this node would not be a
deadend.For example, if every node is aware that A � C is
down, D becomesa feasiblenext hop for A to reachC. But
triggeringa globalupdateuponevery link statechangecauses
signi�cant overheaddueto network-wide�ooding of link state
packets. It would be ideal to inform only thosenodesin the
neighborhoodof the disruptedlink that would be affectedby
the disruption.But it is not easyto determinethe right scope
for an update in the presenceof multiple simultaneousor
overlappingdisruptionsin thenetwork. An alternateapproach
is to includesuchdisruptedlinks that causea deadendin the

packet itself so that the nodesalongthe packet's �ight utilize
this information in forwarding the packet. That is precisely
what is doneunderblacklist aidedforwarding.

B. Blacklist AidedForwarding

Under blacklist aided forwarding (BAF), a packet can be
thought of as being forwarded in two modes: greedy and
recovery. A packet is normally forwardedin greedymodeto a
next hopalongthepathwith decreasingcostto thedestination.
Whenthereis no discrepancy betweenthepreviously updated
stateand the currentstateof the network, greedyforwarding
aloneensuresdelivery. However, in the presenceof disrupted
links a packet may arrive at a deadendnode.When a packet
hits a deadendin greedy mode, instead of discarding the
packet, it is forwardedin recovery mode.In recovery mode,
packetscarry a blacklist, a setof disruptedlinks encountered
along the path.A nodewhile forwarding a packet choosesa
next hop alonga routethat doesnot includeblacklistedlinks.
The forwardingof a packet is switchedback to greedymode
whenit arrivesat anodewith lowercostto thedestinationthan
the node at which it enteredrecovery mode.This approach
guaranteesloop-freereliabledelivery even in the presenceof
many disruptedlinks.

BAF requiresthat eachpacket carriesan additional �eld
blist, the set of blacklisted links, apart from the dest �eld
for the purposeof forwarding. There is actually no explicit
forwarding mode. Instead,the next hop is determinedbased
on both destandblist �elds of the packet. For easeof under-
standing,however, we can imagine that packet is forwarded
in greedy mode when its blist is � and in recovery mode
otherwise.Apart from thedestandblist �elds, for convenience
of explanation(thoughnotnecessaryfor forwardingaswe will
seein the next section),let eachpacket � have another�eld
cost to keeptrack of the smallestcostto � .destseenso far by

� . This � .costwould bethesameasthecostto � .destfrom the
lastdeadendnodeif thepacket is in recoverymode.Otherwise
it would be the sameas the cost to the destinationfrom the
currently forwardingnode.

Consideragain the example scenarioof Fig. 1, where a
packet � is being forwardedfrom its sourceA to destination
C. We have seenthat undergreedyforwarding,A would not
be able to �nd a feasiblenext hop and thereforedrops the
packet. With blacklist-aidedforwarding, insteadof dropping
the packet, A includesthe link A � C in the packet's blacklist
since the usual nexthop to reach C is C itself, sets � .cost
to 1 and forwards it to alternatenext hop D. The node D
would computethenext hopwithout theblacklistedlink A � C
and �nds that the next hop is C itself. Since the cost to
the destinationC from the next hop C is 0 and therefore
smaller than the current � .cost of 1, the � .blist is resetto �

and � .cost is set to 0. The packet thus arrives at C along
the alternatepathA � D � C. The contentsof the � .blist �eld
while � is traversingthe links A � D andD � C areA � C and

� respectively. Thecorrespondingvaluesof the � .cost�eld are
1 and0. This example,thoughquite trivial, demonstrateshow
a packet is forwardedreliably with the aid of a blacklist.



Now consideranotherscenariowhereB is the sourceand
E is the destinationfor a packet � . SinceB � E is currently
disrupted,B would forward � to A. It will set � .costto 3 and
includeB � E in � .blist sincethe cost from A to E is not less
than3. Then,A addsA � C to � .blist andforwardsto D. The
nodeD determinesC asthe next hop basedon � .blist. Before
forwarding,it resets� .blist to � sincethecostof 2 from C to E
is lessthan � .costwhich is 3. Thus,thepathtakenby � would
be B � A � D � C� E. The correspondingvaluesof � .cost at
each of these hops would be 3, 3, 2, and 0 respectively.
Similarly, � .blist would be

�

B � E � ,
�

A � C,B� E � , � and
� respectively. Thus the blacklist of a packet grows when
necessary, and shrinks if possible during the �ight to its
destinationso as to ensureloop-freedelivery.

Theseexamplesdemonstratethe reliability and scalability
of BAF. It is easy to see that BAF delivers a packet to
its destinationif there exists a path without disruptedlinks.
Moreover, underBAF, only a few nodesin the vicinity of a
disruptedlink needto benoti�ed of the link beingblacklisted,
amounting to localized link state updates.In our example
topology, packet to any destination is delivered by BAF
without nodesG, F and H being informed of the disruption
of A � C or B � E, andlikewise nodesA, B, C, D andE of the
disruptionof G � H. Suchan on-demandpropagation of state
makesBAF a scalableschemefor reliabledelivery.

IV. ALGORITHMS AND IMPLEMENTATION

In this section,we �rst provide a formal descriptionof the
greedyforwardingalgorithmandthenbuild uponit to develop
BAF algorithm. We prove that BAF guaranteesloop-free
delivery to any reachabledestinationregardlessof the extent
of disruptions.We also show that blacklist-aidedforwarding
can be performedby a simple table lookup basedon both
destinationandblacklist �elds of a packet. Finally, we extend
blacklist-aidedforwarding to include learningwhich offers a
trade-off betweencontinualexploration of shortestpathsand
early avoidanceof disruptedlinks.

Before we presentformal procedures,we introducesome
notationusedin this paperand listed in Table I. We denote
by �

	

, thesetof all edgesin the network andby 


�
� ��� , thecost
of an edge ����� accordingto the most recentglobal update.
It is assumedthat the set of all edges �

	

and their costs 


� do
not changeoften and any changesare updatedglobally. All
edgesin �

	

areconsideredto be in goodstateby default. Due
to causessuch as interference,an edgemay temporarily be
in the disruptedstate.Among the set of all edges �

	

, the set
of edgesthat are adjacent(local) to � and currently in the
disruptedstateare denotedby

�

���

� . Similarly the set of edges
that arenon-adjacent(remote)to � and learnedby � to be in
the disruptedstateare denotedby

�

���

� . We use �

����� �

	"!

to
refer to the shortestpath from � to # with edgesin

	

andthe
correspondingcost is denotedby $

�%���&�

	'!

.

A. GreedyForwarding

TheprocedureGFfor selectinga next hopalongtheshortest
pathwith forwardprogressfrom node � to destination# given

TABLE I

NOTATION

�

(

setof all nodesasper last global update

�

)

setof all edgesasper last global update
*

+�, -/. costof edge 02143 asper last global update

�

576

, setof disruptedadjacentedgesknown to i

�

578

, setof disruptednon-adjacentedgesknown to i
9

, :<;>=

)/?

shortestpath from 0 to @ w.r.t. edgeset
)

A

,�:<;B=

) ?

costof the shortestpath from 0 to @ w.r.t.
)

C .dest destinationaddressin packet C

C .cost smallestcost to C .destseenso far by C

C .blist setof blacklistededgesin C

the setof all edges
	

andthe setdisruptededges
�

is shown
in Alg 1. A neighbor� is considereda feasiblenext hop with
forward progressif the cost of the shortestpath from � to #

is smaller than that from � to # (line 4). GF returns � when
thereis no suchfeasiblenext hop. If more than one feasible
candidateexist, it picks the neighbor �ED via which � hasthe
shortestpathto # (lines 5-8). We needto point out that GF is
a variant of classicgreedyforwarding as it doesnot always
choosea next hop with maximumforward progress.Instead,
GF choosesa next hop suchthat it amountsto shortestpath
forwardingwhen thereare no disruptededges.Under greedy
forwarding,a node � forwardsa packet � to next hop F , where

FHG GF�

�JIK��L destI �

	

I
�

���

�

!

. Here it is assumedthat node � is
awareof only its adjacentdisruptededges

�

�M�

� . When thereis
no feasiblenext hop, i.e., if FNGO� , the packet is discarded.It
is easyto show that sincethe forwardprogressis consistently
ascertainedw.r.t. the sameset of edges

�

	

, forwarding using
GF is loop-free[17].

Alg 1 : GreedyForwarding : GF=

0QPK@BP

)

P

57?

1: R>SMTVU

2: W
S

TVX

3: for all RZY neighbors[]\_^�`Zacbcd do
4: if e

.f:g;

[2`hd"i�e

, :g;

[2`hd then
5: WjTlk

m

, -/.on

e

._:<;

[2`7d

6: if WNi�WES then
7: R

S
TpR

8: WESMTqW

9: return R
S

B. Blacklist AidedForwarding

Under BAF, the blist �eld of a packet is initialized to �

at the sourceand it is updatedalong the path. The formal
descriptionof theBAF procedurefor forwardinga packet � by
node � is shown in Alg 2. UnderBAF, we �rst look for a next
hop with the smallestpathcostandforward progresswithout
the edgesin the packet's blacklist (line 1). If no such next
hop is found, at leastoneadjacentlink of node � mustbe in
disruptedstate.Hencewe needto updatethepacket's blacklist
by addingthe disruptedlink(s) to the blacklist.The disrupted
links adjacentto � that needto be blacklistedareidenti�ed as
follows.First,we �nd theneighborwith thesmallestpathcost



usingonly the edgesin �

	sr

p.blist (line 3). If the link to that
neighboris currentlydisrupted,thenit is addedto theblacklist
(line 4-5). This processis repeateduntil either i) we �nd a
next hop,the link from node � to which is not disrupted,or ii)
thereis no suchnext hop (lines 4-6). In the latter case(�tG

� ), the destinationis unreachableand the packet is dropped.
Otherwise,it is forwardedto � . Beforeforwarding,if thenext
hop � hassmallercostto thedestinationthanany nodevisited
so far by � , its blacklist ��L blist is resetto � (lines8-10).Thus,
only during the recovery till forward progresscanbe made,a
packet is forwardedwith the aid of a non-emptyblacklist.

Alg 2 : Blacklist Aided Forwarding : BAF =

0QP

C

?

1: RuT GF[]\_^]vhw dest̂
�

`Za7vhw blist ^

�

b

6

,

d

2: if R<xyU then
3: RuT GF[]\_^2vhw dest̂

�

`Za7vhw blist ^_Uzd

4: while R�{ x|UZ}~\K•€RZY

�

b

6

, do
5: vhw blist T•vhw blist ‚�ƒ„\K•€R>…

6: RuT GF[]\_^]vhw dest̂
�

`Zahvhw blist ^_Uzd

7: if RN{ xyU then
8: if e

.f:‡†‰ˆ ;‹ŠfŒf•

[

�

`hd'i€vhw cost then
9: vhw blist TVU

10: vŽw cost T•e

._:<;

[

�

`Žd

11: return R

The rules for updatingthe blacklist of a packet � , � .blist,
at node � canbe summarizedas follows:

• link �‘��� is addedto �"L blist if
– ����� is currently in disruptedstate( �‘�’�N“

�

�M�

� )
– had ����� beengood, � would be the next hop (�”“

GF�

�•IK��L destI
�

	–r

�"L blist IJ�

!

– no feasible next hop exists without �‘���

(GF�

�JIK��L destI
�

	€r

��L blist I

�

�‘���E�

!

G—�

!

•

��L blist is resetto � if
– thereexists a feasiblenext hop �

(�–“ GF�

�•I˜��L destI&�

	sr

�"L blist IŽ�

�

�

!

)
– cost to � .destfrom � is smallerthanany othernode

� visited so far ( ™

�_�4šB› �•œ�žfŸ
�

�

	"!� 

��L cost)
In other words,blacklist-aidedrecovery is endedand greedy
forwardingis resumedassoonasthe packet arrivesat a node
with forward progress.Sucha revision of a packet's blacklist
makesit carrytheminimal setof disruptedlinks to ensurethat
its forwarding is loop-free.A formal proof of loop-freedom
canbe found in [18].

Thedescriptionof blacklist-aidedforwardingsofar focused
on its functionality in terms of how a next hop is selected
for a packet basedon its blacklist and how the blacklist is
updatedalongthepathto destination.Considertheoperations
performedby a node � underBAF while forwardinga packet

� . It has to selecta next hop � after excluding the links in
� .blist and also updatethe � .blist. The � .blist may remain
unchanged or get reset to � or grow with the addition of
adjacentlinks of � that are currently disrupted.In all these
cases,the forwarding operation amountsto mapping � .dest
and � .blist to a next hop � and new � .blist basedon the
current local stateat � ,

�

���

� , and the last updatedglobal state

�

	

. Note that ¡%� .dest,� .blist¢ uniquely determines� .cost, i.e.,
��L cost G—£¥¤§¦

�

$E¨

�jšz› �•œ‘žfŸ �

�

	"!ª©&«

u� v “¥��L blist � . So,thereis no
needfor anexplicit cost�eld in thepacket.This mappingfrom

¡%� .dest,� .blist¢ to ¡¬� ,� .blist¢ canbe computedon-demandand
rememberedwhennode � �rst encountersthis ¡%� .dest,� .blist¢

pair. Once the mappingis done, thereafterany packet with
that ¡%� .dest,� .blist¢ combinationcan be forwardedsimply by
a tablelook up.Thismappinghasto berecomputedonly when

�

���

� changeswhich is local andwhen
�

	

changeswhich is rare.

C. Blacklist AidedForwarding with Learning

Underthe BAF schemedescribedabove, blacklist informa-
tion carried in a packet is usedto forward that packet only
and doesnot in�uence the forwarding of any other packet.
Eachpacket getsforwardedalong the usualshortestpath till
it encountersa disruptedlink and gets rerouted.While this
approachdeliverspacketsalongtheshortestpathswhenavail-
able,it couldmakepacketstraverselongerpaths.For example,
in Fig. 1 supposeA is the sourceandE is the destinationfor
a packet. SinceA � C and B � E are currently disrupted,the
path taken by that packet would be A � B � A � D � C� E.
The correspondingvaluesof blist �eld at eachof thesehops
would be

�

A � C � ,
�

A � C,B� E � ,
�

A � C,B� E � , � and �

respectively. As long as links A � C andB � E aredisrupted,
according to BAF procedure,every packet from A to E
follows the samepathA � B � A � D � C� E. Instead,a node
can learn from the blacklists of packets arriving at it and
utilize this knowledgeaboutnon-adjacentdisruptedlinks in
forwarding other packets. In this example, once A learns
about B � E being disruptedfrom a packet's blacklist, then
onwardspackets to E can be forwardedalong a shorterpath
A � D � C� E. We refer to this approachas blacklist-aided
forwarding with learning (BAFL).

Alg 3 : Blacklist Aided Forwardingwith Learning:BAFL =

0QP

C

?

1: while []­

,�:‡†
ˆ ;JŠQŒf•

[

�

`ZahvŽw blistdŽ®–[

�

b

6

,

‚

�

b

8

,

d_d�{ x|U do
2: vhw blist Tpvhw blist ‚s[]­

, :‡†‰ˆ ;JŠfŒQ•

[

�

`Za7vhw blistdŽ®s[

�

b

6

,

‚

�

b

8

,

d_d

3: R<T next []­

, :‡†‰ˆ ;JŠfŒQ•

[

�

`Za7vhw blistd_d

4: if R�{ xyU then
5: if vhw blist ¯>xyU then
6: °ZT lastdeadend[�vhw dest̂]vŽw blist ^

�

`7d

7: if e

.f:u†
ˆ ;‹ŠfŒf•

[

�

`hd'i”e&±

:‡†‰ˆ ;‹ŠfŒf•

[

�

`hd then
8: vhw blist TVU

9: return R

A nodeunderthe BAFL schemelearnsaboutnon-adjacent
disruptedlinks from the blacklistsof packets arriving at that
node.Let �

�
�

� be the set of remoteedgesthat � learnt to be
disrupted.BAFL usesthis information in additionto its local
knowledgeof adjacentdisruptedlinks �

�M�

� while determining
the next hop and new blacklist of a packet. The formal
descriptionof BAFL procedureis given in Alg 3. It �rst
computesthe shortestpath to � .destandchecksif any of the
edgesalongthe shortestpathareblacklisted,i.e., in �

�M�

�E²

�

�
�

� .
If so,thoseedgesareaddedto � .blist. This processis repeated
till a path without any blacklistededgesis found or no such



TABLE II

PARAMETERS OF BAFL SCHEME

³ limit on the sizeof a blacklist
´ max transmissiontries beforererouting

µ

6

refreshinterval for adjacentlinks
µ

8

refreshinterval for non-adjacentlinks

path exists (lines 1-2). Here we abuse the notation and use
�

�%��� to refer to both thesequenceandthe setof edgesalong
the shortestpath. Once the next hop is found, the shortest
pathcost to � .destfrom the last deadendnode(which canbe
uniquely determinedbasedon the p.blist) is comparedwith
thatfrom thenext hop.If thelatteris smaller, thenthepacket's
blacklist is reset(lines6-8).Thus,BAFL ensuresthatblacklist
information carried in a packet remainsthe sameas before
underBAF. For example,valuesof blist �eld at eachof the
hopsof thepathA � D � C� E would be

�

A � C,B� E � , � and
� respectively. Essentially, underthe sameset of disruptions,
both BAF andBAFL provide loop-freedelivery while BAFL
routesarounddisruptedlinks soonerthanBAF.

Alg 4 : Processingof a packet underBAFL: recv=

0QP

C

?

1: if vhw dest xy\ then
2: toupper[]\�^¶vEd

3:
�

b

8

,

x

�

b

8

,

‚‡vhw blist
4: RjT BAFL []\�^2v/d

5: while R�{ x|U and · vhw blist ·¹¸’º andfailed[ send[»R‰^2vh^Q¼Ed_d do
6:

�

b

6

,

x

�

b

6

,

‚¥ƒ„\K•€R>…

7: RjT BAFL []\�^¶vEd

8: drop[�vEd

Theactionstakenby node � underBAFL uponreceptionof
apacketareabstractedandshown in Alg 4 andits con�gurable
parametersare listed in Table II. If the packet is destinedfor

� , it is passedto the upper layer. Otherwiseit needsto be
forwarded.Before forwarding, the set of blacklistedremote
edges �

�
�

� is updatedto includethis packet's blacklist (line 3).
Thenthenext hopis determinedusingtheBAFL procedure.If
thereis no next hop or if the sizeof the resultingblacklist of
the packet is greaterthana presetlimit ½ (BAFL ¾ GF when

½ = 0), packet is discarded.Otherwise,attemptis madeto send
the packet to the chosennext hop � . If a certainnumberof
attempts¿ fail, that link �‘��� is blacklistedandaddedto the
set of blacklistedlocal edges

�

�M�

� (line 6). Another next hop
is chosenand this processis repeatedtill either the packet is
successfullyforwardedor discarded.

The above descriptionof packet processingshows how a
nodelearnsaboutnew local andremotedisruptededges.Since
an edgemay be in disruptedstatetemporarily, a nodeneeds
to unlearn blacklistededgesperiodically. For the purposeof
unlearningtheblacklistknowledge,a time stampis associated
with eachedgein thesesets.Let À

� ��� be the time an adjacent
link �‘�’� is addedto theblacklist �

���

� . Thenit is removedfrom
�

�M�

� at time À

� ���gÁÃÂ

�

, where Â

�

is a con�gurable parameter.
Similarly a non-adjacentlink ÄÅ�|Æ is removed from

�

�
�

� if

TABLE III

SUMMARY OF DIFFERENCES IN FORWARDING SCHEMES

Scheme ForwardingOperation

SPF Ç§0KP

C È destP
�

)&ÉËÊ

1Ã3

GF Ç§0KP

C È destP
�

)

P

�

5

6

,

ÉËÊ

1~3

BAF Ç¬0QP

C È destP
�

)

P

�

5 6

,

P

C È blist
ÉËÊ

1pÇ�3„P

C È blist
É

BAFL Ç¬0QP

C È destP
�

)

P

�

576

,

P

C È blist P

�

578

,

ÉËÊ

1pÇ�3„P

C È blist
É

not refreshedwithin a time interval Â

�

. When Â

�

is set to 0,
BAFL behaveslike BAF. Otherwise,thesevaluesaresetsuch
that Â

�4Ì

Â

�

, i.e., local links areprobedmorefrequentlythan
remotelinks. It shouldbe notedthat learningandunlearning
of blacklistscanbe doneusingdatapacketsonly.

D. Summary

The variousforwarding schemesdescribedso far differ in
the information they use in determiningthe next hop for a
packet. Thesedifferencesare summarizedin Table III. The
conventionalshortestpathforwarding(SPF)schemecomputes
next hops basedsolely on the globally updatedlink state
information �

	

. It doesnot use any knowledge it has about
the changesin the stateof its adjacentedgesuntil they are
globally noti�ed lest it could causeforwardingloops.The GF
schemeusesa node's awarenessof the stateof its adjacent
edges

�

���

� andavoids forwardingloopsby choosingonly those
next hops that ensureforward progress.GF would be same
as SPF when there are no adjacentdisrupted edges, i.e.,

�

���

�

GÍ� . Our BAF schememakes the packet carry a blacklist
whenforwardprogressis not possibleandusesthis additional
information � .blist to recover from deadends.Finally, BAFL
schemelearnsaboutthe remotedisruptededgesfrom packets
blacklistsandtakesadvantageof this acquiredknowledge �

�
�

�

for early reroutingarounddisruptededges.

V. PERFORMANCE EVALUATION

We now evaluate the performanceof blacklist-aidedfor-
warding approachin terms of its reliability, optimality and
scalability. We show that BAF deliverspacketsreliably along
near-optimal pathswith minimal overheadeven when many
links andnodesaredisrupted.

We �rst discussour evaluationmethodology. We randomly
generatea wirelessnetwork of 200nodesin a 3km Î 3km �eld
suchthat no two nodesare too close(at least70m apart)as
is the casein suburban and rural communities.We assume
that the wirelesstransmissionrangeof a nodeis 300m.Each
link betweentwo nodesthatarewithin the transmissionrange
is assigneda cost (a measureof its long-term throughput)
randomly chosenfrom 100 to 300. This basetopology ( �

	

)
is assumedto be known to all the nodesin the network (via
globallink stateupdates).To simulatetheeffectof disruptions,
acertainfractionof thelinks in thebasetopologyarerandomly
chosenand designatedas disrupted.We then run our BAF
andBAFL schemeson the resultingtopology for forwarding
packetsbetweenevery nodepair andcollect variousstatistics.
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Fig. 2. Reliability of BAF: delivery ratio with (a) link disruptions;(b) nodedisruptions

1

2

3

4

5

1 2 3 4 5 6 7 8 9 10

st
re

tc
h

fraction of disrupted links (%)

avg (BAF)
max (BAF)

avg (BAFL)
max (BAFL)
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Each such experiment is run with 5 different seedsand we
reporttheaggregateresults.Note that in this setting,BAF and
BAFL differ only in termsof optimality. Thereforewe refer
to both by BAF unlessit is necessaryto distinguishthem.

A. Reliability

Wemeasurethereliability of BAF by thepercentageof node
pairsbetweenwhompacketscanbeforwardedsuccessfullyus-
ing BAF amongall reachable(having a pathwithout disrupted
links) nodepairs.Fig. 2(a) shows the reliability of BAF with
different ½ valueswhenthefractionof disruptedlinks is varied
from 1% to 10%. With ½ÏG•Ð , BAF would be sameas GF.
As the fraction of disruptedlinks increases,the delivery ratio
underGF falls off steeply. This shows that greedyforwarding
alone is incapableof handling disruptions.In contrast,the
delivery ratio improves dramaticallyunder BAF even when
a packet's blacklist is limited to at most one link. BAF with

½�GÒÑ hasa delivery ratio of morethan92%eventhough10%
of the links are disrupted,which demonstratesthe power of

blacklist-aidedforwardingapproach.As expected,whenthere
is no constrainton theblacklistsize( ½NGOÓ ), we have perfect
delivery. Thestrengthof BAF is that similar reliability canbe
achieved even whenblacklist size is limited to 3.

In somescenarios,a disruptioncould be suchthat a node
cannotcommunicatewith any of its neighbors,i.e.,all its links
aredisrupted.To seethe effect of suchcorrelateddisruptions
of links on BAF, we evaluatedits reliability in the face of
nodedisruptions.Roughly speaking,disruptionof Ô fraction
of nodescorrespondsto disruption of 2Ô fraction of links.
Fig. 2(b) shows the delivery ratio of BAF when the fraction
of disruptednodesis variedfrom 1% to 5%. Onceagainthere
is a signi�cant improvementbetweenGF ( ½yGVÐ ) and BAF
( ½

Ì

Ñ ). Comparedto Fig. 2(a), in Fig. 2(b), thedelivery ratio
of BAF with node disruptionsis relatively lower than that
with individual link disruptions.This is not surprisingsince
BAF doesnot distinguishbetweennodeand link disruptions
and thereforewould have to blacklist many adjacentlinks of
a disruptednode when that node is along the best path to
the destination.Consequently, a packet's blacklist may reach
the limit and get dropped.However, with only ½ÕG×Ö , the
deliveryratio is morethan98%evenwhen5%of thenodesare
disrupted.As before,whentheblacklistsizeis notconstrained,
thedelivery ratio is 100%.TheseresultsdemonstratethatBAF
can deal with disruptionsof many links and nodeswithout
global link stateupdates.

B. Optimality

Under BAF, a packet takes the usual shortestpath till
it encountersa disruptedlink and then gets reroutedalong
the alternate path. Consequently, in the presenceof link
disruptions,BAF may forward packets along longer paths
comparedto the optimal pathscomputedbasedon the global
link stateupdates.BAFL improves upon BAF by having a
node learn from the blacklists of packets arriving at it and
utilize this knowledgeabout non-adjacentdisruptedlinks in
forwarding other packets. For example, in the topology of
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Fig. 4. Scalabilityof BAF: (a) blacklist propagationdistance;(b) sizeof a packet's blacklist; (c) sizeof a node's blacklist.

Figure 1, packets from A to E are forwardedalong the path
A � B � A � D � C� E while BAFL forwardsthem along the
pathA � D � C� E. Still, forwardingpathsunderBAFL may
notbeoptimal.For examplein thetopologyof Figure1, dueto
the disruptionof A � C, both BAF andBAFL forwardpackets
from F to A along the path F� C� D � A. Had nodeF been
made explicitly noti�ed of the disruption of A � C, packets
would be forwarded along the shorter path F� G� D � A.
However, we show that the extent of this elongationdue to
BAF andBAFL is not signi�cant.

Let stretch of a path betweena pair of nodesbe the ratio
of the lengthsof thepathunderBAF (BAFL) andtheoptimal
shortestpath.Whenthe weightsof all the links arenot same,
path length is said to be the sum of the weightsof its links.
Note that without any link disruptions,thereis no difference
betweentheBAF or BAFL pathsandtheoptimalshortestpaths
and so the stretchis Ñ . The stretchfor packets from F to A
dueto BAF or BAFL is ØÙ . On the otherhand,the stretchfor
packetsfrom A to E dueto BAF is Ú‘Û

Ü while it is
Ü

Ü (optimal)
under BAFL. The averageand the maximum stretchdue to
BAF andBAFL ( ½ setto Ó ) for thepairsof nodesaffectedby
link disruptionsis shown in Figure3. The averagestretchdue
to BAF, acrossvarying fractionof disruptedlinks, is lessthan
1.1 while the maximumis 4.3 when10% links aredisrupted.
BAFL improvestheaveragestretchslightly comparedto BAF
but bringsdown the maximumstretchsigni�cantly to around
2.5. It is worth pointing out that blacklist aided forwarding
decouplesoptimality from reliability. It ensuresreliabledeliv-
ery evenundersevereconditions.Optimality canbecontrolled
by adjustingamountof resourcesusedfor updatetraf�c. In
other words, BAF allows a trade-off betweenscalability and
optimality of routingwithout impactingits reliability which is
not the casewith many other routing protocols.

C. Scalability

We measurethe scalability of BAF in termsof: i) how far
the information about a disruptedlink is propagatedvia a
packet'sblacklist;ii) how largeis theblacklistof a packet;and
iii) how many total blacklistedlinks a nodeseesunderBAF.
First, we show in Fig. 4(a) the averageand the maximum
distancefrom a disruptedlink to the farthestnoti�ed node
measuredin hops.Averageblacklist propagationdistanceis

lessthan 2 hopsregardlessof the fraction of disruptedlinks
while the maximum distancegoes up to 9 with 10% link
disruptions.This points out the limitation of schemessuch
as [12] basedon locally scopedupdateswith a �x ed scope.
The chosenscope could be more than suf�cient in some
casesandlessthannecessaryin othercasesresultingin either
unnecessaryoverheador packet dropsand forwarding loops.
On the other hand, BAF localizes the blacklist propagation
wheneverpossibleandpropagatestheblacklistto distantnodes
whennecessaryfor ensuringloop-freepacket delivery.

Next, in Fig. 4(b), we plot the averageand the maximum
sizes of a packet's blacklist at each hop. The average is
close to 0 and increasesonly slightly as the fraction of
disrupted links increases,i.e., most of the packets do not
carry non-emptyblacklist. Even the maximumblacklist size
is only 5. This shows that per packet overheaddue to BAF
is negligible. Finally, Fig. 4(c) gives the the numberof non-
adjacentdisruptedlinks learnedby a node through packet's
blacklists.We consideredonly thenodesthatseeany blacklist
at all. Theaveragenumberof blacklistedlinks seenby a node
is closeto 1 andincreasesslowly as the fraction of disrupted
links increases.The fact thata nodewould seeon theaverage
only 1 and at the most 8 blacklistedlinks out of around59
(10%) disruptedlinks while ensuringreliable delivery is a
testimony of theeffectivenessof on-demandstatepropagation
approachof BAF. Theseresultscon�rm that communication
andcomputationaloverheadsdueto BAF arequite small and
establishBAF asa scalableschemefor reliabledelivery.

VI . FINE-GRAIN BAF

We have so far shown that the BAF approachis suitable
for staticmultihop wirelessnetworkswherethestateof a link
changesfrequentlybetweengoodandbad dueto disruptions.
In this section,we demonstratethat the BAF approachcan
effectively handleeven �ne-grain �uctuations in link quality.
The problem scenarioaddressedin this section can be de-
scribedasfollows. A cost(e.g.ETX [11] or ETT [8]) is asso-
ciatedwith eachlink that representsits quality or throughput.
The short-termcost of a link may vary considerablywhile
its averagelong-term cost is relatively stable.According to
the BAF approach,the long-termcost of a link is conveyed
globally, whereasits short-termcost, if worsethan the long-
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Fig. 5. StretchunderFBAF with global updateinterval of: (a) 10 sec;(b) 30 sec;

term cost, is propagatedonly locally. This contrastswith
our earlier formulation of the problem where it is assumed
that the state of a link is either good or bad, i.e., when it
is in good state, it has a �nite cost representingits long-
term throughput,whereasits cost is in�nity when it is in
bad state.Here, we proposean extensionto BAFL referred
to as �ne-grain blacklist-aided forwarding (FBAF) that can
deal with more �ne grain variations in link quality. In the
following, we discussthe implementationFBAF andevaluate
its performance.

A. Implementation

ThemaindifferencebetweenBAFL andFBAF is thatalong
with a blacklisted link, its current short-term cost is also
includedunderFBAF. We introducesomeadditionalnotation
to help describethe operationof FBAF. As before, �

	

denotes
the set of all edges,and 


�‰œ , the long-termcost of an edge Ý

accordingto themostrecentglobalupdate.Dueto causessuch
as interference,the short-termcost of an edgemay be worse
thanits long-termcostin which caseit is considereddisrupted
and it may be blacklisted.The short-termcost of an edge Ý

accordingto a node � is denotedby �

�

œ . Among the setof all
edges

�

	

, thesetof edges(bothnon-adjacentandadjacent)that
areknown to � to be in the disruptedstatearedenotedby

�

�

� .
We use �

���N�Þ�

	

I

�

!

to refer to the shortestpath from � to #

given the setof edges
	

andtheir costs � . Similarly, the cost
of the shortestpath is denotedby $

�����
�

	

I

�

!

.
Under FBAF, an edge Ý may be blacklisted,by a node � ,

if its current cost �

�

œ , accordingto � , is worse than globally
updatedcost 


� resulting in the selectionof an alternatenext
hop.Theprocedurefor computationof a packet'sblacklistand
its next hopareshown in Alg. 5. We �rst computetheshortest
path basedon globally known set of costs 


� (lines 1-2). If it
containsany of the blacklistededges,they areincludedin the
packet's blacklist (line 5). Also a new pathis computedagain
after revising thecostof thoseblacklistededges(line 4). This
processis repeatedtill no new edgesareaddedto thepacket's

Alg 5 : Fine-grainBlacklist Aided Forwarding:FBAF =
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12: return R

blacklist. The restof the procedureis similar to BAFL.

Alg 6 : Processingof a packet underFBAF: recv=

0QP

C

?

1: for all à�Ygvhw blist do
2: if à
w time å”æ

,

ã then
3: æ

,

ã

Tqà
w time
4: m

,

ã

Tqà
w cost
5:

�

b

,

T

�

b

,

‚jà

6: RªT FBAF []\_^]vEd

7: send(Rz^2v )

Oneof the detailsnot mentionedabove is that a timestamp
À

�

œ is associatedwith eachlink Ý at node � . This timestamp
re�ects the last time that link' s stateis measuredandupdated
either globally or locally through a packet's blacklist. It is
assumedthat this value is monotonicallyincreasing.A larger
timestampindicatesmore recent state of a link. Whenever
a link ç is included in the blacklist of a packet by a node

� , both its timestamp À

� è

and its current cost �

� è

are also
included.We usethenotation ç .time to refer to the timestamp
of a blacklistedlink and ç .cost, its correspondingcost. The
processingof a packet underFBAF is shown in Alg. 6. Based
on thepacket'sblacklist,we updatetheblacklistcacheat node

� . Only if the timestampof a link in the packet's blacklist is
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Fig. 6. Averagenumberof blacklistedlinks learnedby a nodeunderFBAF with global updateinterval of : (a) 10 sec;(b) 30 sec;

larger, theblacklistat node � is updated.TheFBAF procedure
is then used to computethe blacklist and next hop for the
packet, and it is forwardedto that next hop.

B. Evaluation

The performanceof FBAF is evaluatedusingthe link-level
measurementsdatafrom MIT Roofnetproject[1]. TheRoofnet
is a 38-nodemulti-hop wirelessmeshnetwork spreadacross
approximatelysix squarekilometerswhereeachnodeconsists
of a PCwith an802.11bcardconnectedto anomni-directional
antennamountedon theroof. Thecorrespondingmeasurement
tracerecordsadeliveryratio for eachof the352uni-directional
links every 200 ms for 90 sec.A detaileddescriptionof the
measurementsetupand datacollectedcan be found in [19].
It is observedthat this network hasmany intermediatequality
links andthusmaking it suitablefor evaluatingFBAF.

TheFBAF formulationis basedon thenotion of short-term
costandlong-termcostwhicharedeterminedin ourevaluation
settingas follows. Basedon the forward delivery ratio é (of
link �‘��� ) andbackwarddeliveryratio ç (of link � �|� ) givenby
thetrace,theshort-termcostor ETX3 of link �•�ê� is computed
as Ú

ë

è

[11]. The short-termcostof a link is determinedevery
200 ms basedon the correspondingdelivery ratios.The long-
term costof a link is computedasthe averageETX sincethe
last global update.The global updateinterval underFBAF is
set to 10 secor 30 sec.

To evaluatetheoptimality of FBAF, we measurethestretch
underFBAF w.r.t the optimal routing. Fig. 5(a) andFig. 5(b)
show theaveragestretchamongall thenodepairsunderFBAF
with global updateinterval of 10 sec and 30 sec. For both
scenarios,the averagestretchis quite close to 1 and always
lessthan1.25.To demonstratethescalabilityof FBAF, we plot
the numberof blacklistedlinks learnedby a nodein Fig. 6(a)
and Fig. 6(b). The averagesize of a blacklist maintainedby

3Since ETX is de�ned only for bidirectional links, we discardunidirec-
tional links such as 0]1j3 with no corresponding3
1N0 . A total of 44 such
unidirectionallinks exist andour experimentsinclude the rest308 links.

a nodeunderFBAF in both casesis insigni�cant considering
that thereare308 links in the network. It is worth noting that
increasingtheglobalupdateinterval from 10 secto 30 sechas
little impacton the overall performanceof FBAF. Onceagain
theseresultsillustratetheef�cacy of localizedon-demandlink
statepropagationeffectedby the BAF approach.

VI I . RELATED WORK

Many routing schemesare conceivable for multihop net-
works with static nodesanddynamiclinks. An ideal scheme
delivers packets to destinations(reliable), along the shortest
paths (optimal), with minimal overhead(scalable).In this
section,we discussvariouspossiblerouting alternatives and
arguethat link staterouting with blacklist-aidedforwardingis
the mostsuitableone for staticmultihop wirelessnetworks.

There have been several proposalsfor making link state
routing scalefor ad hoc networks. They are categorizedinto
ef�cient disseminationapproachesand limited dissemintation
approaches[20]. OLSR[16] is anef�cient disseminationbased
approachthat propagatesupdatesthroughthe entire network
but more ef�ciently than traditional �ooding. Fisheye State
Routing (FSR) [12] and Hazy Sighted Link State (HSLS)
routing [20] are limited disseminationbasedschemesthat
updatethenearbynodesat a higherfrequency thantheremote
nodes that lie outside a certain scope which is static and
thereforecouldbemorethansuf�cient in somecasesandless
than necessaryin other casesfor ensuringloop-free packet
delivery. Blacklist-aidedforwarding can be catergorizedas a
limited disseminationapproach,but unlike FSR andHSLS it
effectively noti�es only thenodesin thevicinity of a disrupted
link that need to be informed and delivers reliably despite
multiple simultaneousdisruptions.

It is interesting to contrast ideas of blacklist-aidedfor-
warding with similar ideasin other schemes.Blacklist-aided
forwarding works along the similar lines of position based
forwarding [6] and canbe thoughtto switch betweengreedy
andrecoverymodes.But it doesnothavethesamede�ciencies



as position based forwarding in terms of optimality and
reliability. Blacklist aided forwarding is similar in spirit but
opposite in effect to loose source routing. While a packet
underloosesourcerouting carriesa list of nodesthat mustbe
traversed, underblacklistaidedforwardingit containsa list of
links thatmustnot be traversed. Also, a packet's loosesource
routeis determinedat its sourcewhile its blacklist is updated
duringthe�ight to its destination.It is suggestedthatDSR[9]
can bene�t from caching“negative” information about links
that are currently providing highly “variable” service.Also,
DSR allows backtrackingbut prevents a packet from being
salvaged more than once. Our approachlets each packet
explicitly carry a blacklist and allows both backtrackingand
salvagingmultiple timesduring a packet's �ight.

Link Quality SourceRouting (LQSR) is schemeproposed
recently[21] speci�cally for staticmultihopwirelessnetworks.
LQSR is basedon DSR but usesa link cacheinsteadof route
cacheand is essentiallya link staterouting protocol. Under
LQSR, eachpacket carriesthe sourceroute and intermediate
node updatesthe source route with the current metric for
outgoing link. The receiver has to send either a gratuitous
reply back to the sourceor piggyback it on data packet in
which caseit effectively carriestwo sourceroutes.In addition,
LQSR usesa proactive backgroundmechanismto maintain
themetricsof all links. This is doneby piggybackingthe link
info on route requestsand sendinga dummy route request
message.In contrastunderBAF, forwarding is donehop by
hop and eachpacket carriesonly the blacklist in addition to
the destinationaddress.

Blacklist-aidedforwardingcanbecategorizedason-demand
table-driven link-state routing scheme.The advantagesand
disadvantagesof table-driven, pro-active, link-state routing
for mobile ad-hocnetworks are well studied[4]. In general,
they avoid the route discovery latency at the expenseof
route maintenanceoverhead.It is said that proactive routing
protocolssuffer the disadvantageof repairinga broken route
eventhoughno applicationsarecurrentlyusingit. Thatwould
not be the case with blacklist-aided forwarding. When a
degradedlink were not to be traversedby a packet, that link
would not be blacklistedandit would not causeany overhead
underblacklist-aidedforwarding.

VI I I . CONCLUSIONS AND FUTURE WORK

In this paper, we focusedon thedesignof a scalablescheme
for reliabledelivery in staticmultihop wirelessnetworks with
frequentdisruptions.We proposeda link-state-basedblacklist-
aided-forwarding approachthat provides loop-free delivery
despitedisruptionsthroughon-demandpropagationof infor-
mation on disruptionsvia blacklists carried in data packets
while taking advantageof static adjacenciesof nodes.BAF
guaranteesdelivery of packets to all reachabledestinations
irrespective of the extent of disruptions.We have evaluated
BAF anddemonstratedthatit is notonly reliablebut alsonear-
optimal and highly-scalable.We have also shown that BAF
approachcan be extendedto effectively handle link quality
variationsat a �ner scalethan just goodandbad.

The main limitation of this paper however is that we
have only presentedpreliminary evaluation results of BAF
to demonstrateits features.We have not comparedits per-
formanceagainstsimilar schemessuch as LQSR [21] and
HSLS [20]. We arecurrentlysimulatingtheseschemesusing
NS2 [22] and performinga thoroughevaluationof BAF and
other schemesthat are targetedfor static multihop wireless
networks.We will alsobe implementingBAF andconducting
real-world experimentsto further bolsterthe caseof BAF.
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