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Abstract— Static broadband wir eless networks, due to their
easeof deployment, are likely to proliferate in the near future.
The major stumbling block, however, is that wirelesslinks are
proneto extemal interfer ence,channelfading, inclementweather,
etc. Therefore scalableand reliable routing despite frequentlink
quality uctuations is neededfor acceleratingthe growth of these
networks. Most of the wirelessrouting schemesproposed in
the literatur e are less suitable for these networks, as they are
designed primarily for mobile ad hoc networks with dynamic
and unpredictable topologies.In this paper, we proposea novel
link-state-based bladklist-aided forwarding (BAF) approach, that
takes advantage of the fact that the nodesand therefore their
adjacencies are relatively static, for scalable packet delivery
in static wirelessnetworks. Under BAF, each packet carries a
blacklist, a minimal set of degraded-quality links encountered
along its path, and the next hop is determined based on both
its destination and blacklist. BAF provides loop-free delivery of
packets to reachable destinations regardlessof the number of
degradedlinks in the network. We evaluate the performance of
BAF and shaw that it is not only reliable but also scalable.

I. INTRODUCTION

Thereis a generaltrend towards wireless connectvity to
eliminate the costsand delays associatedvith building and
maintaining a wired infrastructure.Static multihop wireless
networks are emeging as the technologyof choice for con-
necting the communitiesand for providing broadbandac-
cessto the Internet[1]—-[3]. In such static multihop wireless
networks, routers (“nodes”) are connectedthrough wireless
channelq“links”) insteadof wired links, and are responsible
for forwarding paclets from/to various wirelessend systems
suchaslaptops,PDAs, etc. For thesewirelessnetworks to be
a viable alternatve, they shouldoffer similar level of service
availability and reliability as wired networks. Unfortunately
apartfrom the componenfailuresthat are commonin wired
networks,wirelesslinks have additionalsourceof degradation
such as external interference channelfading, and inclement
weather Therefore reliable and scalablerouting despitesuch
uctuations is essentiaffor overcominga potential hurdle to
widespreaddeploymentof static wirelessnetworks.

A key characteristiof the aforementionedhetworks is that
the nodesandtheir adjacenciegpotentialneighbors)arerela-
tively static, whereaghe stateof links canbe quite dynamic.
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In otherwords,the stateof alink mayvary frequentlybetween
good channelconditionsand noisy channelconditions,while
the setof potentialneighborof a nodechangesarely. Most of
the wirelessrouting scheme$4]-[6] proposedn the literature
have beendesignedprimarily for mobilead hoc networkswith
dynamicandunpredictabld¢opologiesandthusarenotideally
suitedfor static networks. Theseschemesn generalassume
thatindividual wirelessdevicesareresponsibldor discosering
and maintainingroutesto other peer devices, henceenegy
and mobility are major concerns.Thoughsomeschemeg7],
[8] have beenproposedrecentlyfor wirelessmeshnetworks,
their route discovery and paclet forwarding mechanismsare
similar to mobile ad hocroutingschemesWe believe schemes
basedon traditional link state routing are better suited for
static multihop wirelessnetworks provided they do not incur
the expenseof frequentlink stateupdates.

In this paper we proposeand develop a novel link-state
basedrouting approach- blacklist-aidedforwarding (BAF) —
for scalablepaclet delivery in staticmultihop meshnetworks.
The proposedapproachaims to balancethe trade-ofs in
reliability (high pacletdeliveryrate),optimality (routingalong
the best quality paths) and scalability (routing overheads)
by taking adwantageof the unique characteristicsof static
multihop mesh networks. The central idea behind the BAF
approachis to let link statepaclets disseminatea refeence
topolagy re ecting the adjacencie®f nodesand their long-
termqualitiesto the entirenetwork, while regulardatapaclets
corvey negative information on links with degraded short-
term quality (w.r.t. the referencetopology)to the nodesin a
neighborhoodUnder BAF, eachpaclet carriesa blacklist?, a
set of currently degradedlinks, and it is forwardedalong a
route basedon both the destinationand blacklistinformation.
A paclet's blacklist is normally empty and the next hop is
chosenalong a path with decreasingcost (accordingto the
referencetopology) to the destination But when suchgreedy
forwarding is not possibleat a nodedueto the degradationof
anadjacentink, thatlink is addedto the paclet's blacklistand
forwardedto an alternatenext hop. The blacklist of a paclet
is resetto empty when the next hop has lower cost to the
destinationthanary of the nodesvisited so far by the paclet.

1if alink's short-termquality is betterthanits long-termquality, forwarding
over it is loop-freeevenwithout informing ary othernodeof its currentstate.

2The notion of blacklist hereis different from thatin [9], [10]. We use
blacklist as a way of propagatinglink state locally and paclets may be
forwardedover a blacklistedlink asexplainedin SectionVI.



The proposedlacklist-aidedforwarding approachhasser-
eral attractve features:(i) it guaranteesoop-freedelivery to
reachabledestinationsregardlessof the numberof degraded
links; (i) whenthereareno degradedlinks, BAF behaesjust
like conventionalshortesipathforwarding;(iii) only thenodes
in the vicinity of a degradedlink needto be informed of the
link beingblacklisted resultingin localizedlink stateupdates;
(iv) BAF amountsto on-demandcreationof a few alternate
routing entriesat nodesaroundvulnerablelinks, makingit a
scalableschemefor reliable delivery.

The remainderof the paperis organizedas follows. We
describethe problem setting in Sectionll and proposeour
solution,BAF, in Sectionlll. We presentheformal algorithms
and implementationdetails of BAF approachin SectionlV.
The performanceof the proposedapproachis evaluatedin
SectionV. In SectionVI, the proposedapproachis extended
to handlemore ne-grain link statechangeshanjustgoodand
bad.Therelatedwork is discussedn SectionVIl. Finally, we
concludethe paperin SectionVIII.

Il. PROBLEM SETTING

The problem scenarioaddressedn this papercan be de-
scribed as follows. Considera multihop wireless network
wherenodes(wirelessrouters)aredeplogyedin x edlocations
and they are responsiblefor routing and forwarding paclets
from/to wireless end systemswithin their radio range to
other wireless end systemsin the network (or gatevays to
the wired Internet). In such networks, the adjacenciesof a
node (the setof neighborsthat could be next hopsfrom this
nodeto somedestination)arerelatively static,sincenodesdo
not “join” or “leave” the network dynamically On the other
hand, the stateof the wirelesschannelor link betweentwo
neighboringnodes may oscillate frequently due to various
causesFor simplicity, rst we representink stateas either
goodor disrupted A link is consideredo be goodif paclets
can be forwardedsuccessfullyover that link; otherwiseit is
regardedas disrupted.We motivate and develop the proposed
approachbasedon this two-statemodel and later extendit in
SectionVI to handle ne-grain degradationin the quality of
links . Aside from theinstantstateof goodor disrupteda cost
(e.g-ETX [11] or ETT [8]) is associatedwvith eachlink that
representsts long-termthroughputor channelcapacity The
state(good or disrupted)of a link may uctuate frequently
whereasits cost varies much slowly. For example, in the
topology shavn in Fig. 1 where eachedgeis labeledwith
its cost and disruptedlinks are indicatedby dashededges,
the link A C hasa costof 1 but it is currently disrupted.
Given this scenario,our goal is to designa scalablescheme
that always attemptsto forward pacletsalonglow costlinks,
while routing aroundthosethat are currently disrupted,so as
to attain high paclet delivery rate and throughput.

Although traditional link staterouting schemesan be ap-
pliedto suchstaticmultihop networks, they suffer the problem
of poor scalability while without necessarilyensuringhigh
paclet delivery rate: ary discrepang betweenthe previously
updatedstateandthe currentstateof the network could cause

Fig. 1. Topologyusedfor illustration

pacletdropsor forwardingloops.For example,in thetopology
of Fig. 1, supposeall the nodesknow the cost of eachlink

but only the nodesadjacentto a disruptedlink are aware of

its currentstateand other nodesare not informed. AssumeA

is the sourceand C is the destinationfor a paclket. Knowing

that the link to its next hop C is currently disrupted,A can
eitherdropthe paclet or forwardit alongthe alternateshortest
path via D. If A forwardsto D, since D is not aware of

the disruptionof A C, it will forward backto A, alongits

usualshortestpathfor C, resultingin a loop. This is certainly
undesirablearticularlywhenall the nodesarereachabldrom

eachotherwithout disruptedlinks. On the otherhand,always
maintainingaccurateview of the network, to avoid looping or

dropping of paclets, is either expensve or infeasible when
the timescaleat which link state variesis relatively small

comparedo thetime requiredfor global disseminatiorof link

stateupdatesand route recomputations.

Several approachegor reducingthe overheadof link state
routing have been suggestedfor both ad hoc and wired
networks [12]-[16]. Fishere State Routing (FSR) [12] and
Hazy Sighted Link State (HSLS) routing are such ad hoc
routing schemesthat updatethe nearby nodesat a higher
frequeng than the remote nodes. An algorithm proposed
in [13] performslocal restoratiorby informing only therouters
in the neighborhoodaboutlink failure eventsinsteadof all
routers. Failure insensitve routing approach[15] provides
local reroutingfor IP networks throughinterface-speci cfor-
warding and failure inferencing. All these approacheanay
work ne for individual and independentlink disruptions
but cannothandlesimultaneoudisruptionsof multiple links
which is quite likely in wirelessnetworks. Therefore,a nen
routingschemas neededhatensuredoop-freedeliveryto ary
reachabledestinationregardlessof the numberof disrupted
links without requiring accuratestateof the network. In this
paper we proposeand evaluatesucha schemethat is ideally
suitedfor static multihop wirelessnetworks.

I11. OUR APPROACH

In this section,we start with how greedyforwarding can
be performedto locally route around disrupted links. We
then presentour blacklist-aided forwarding approachthat
overcomesghe limitations of greedyforwardingand provides
reliabledelivery despitetransientdisruptionswithout frequent
global link stateupdates.



A. GreedyForwarding

Considerthe topology shavn in Fig. 1 andsupposehatall
the nodesknow the costof eachlink throughglobal updates,
but only the nodesadjacento a disruptedink areawareof its
currentstate.Now assumethat A is the sourceand H is the
destinationfor a packet. The usualshortestpathfrom A to H
is via C. ButsinceA Clink is currentlydisruptedwe needto
nd analternatenext hop. We wantto choosea next hop such
that the paclet doesnot get caughtin a forwardingloop. One
way to guarantedoop-freedomis to forward the paclet along
the path with deceasingcostto the destination,i.e., at each
hop ensureforward progresstowardsthe destinationOnly the
neighborsof a nodewith forward progressto the destination
areconsideredeasiblenexthops.The processof forwardinga
paclet to a feasiblenexthop with maximumforward progress
is referredto as greedyforwarding. It is importantto note
that for greedyforwarding to be loop-free, costsof shortest
pathsneedto be determinedconsistentlyat all nodesbased
only on the global link state updates disregardingary local
knowledgeof disruptions.

For example,in the topology of Fig. 1, the costto reachH
from A, B, D are5, 6, and4 respectiely. To reachH from A,
nodeB is not afeasiblenext hop sinceits costto H is 6 which
is greaterthanthe costfrom A to H. The otherneighborof A,
nodeD is a feasiblenext hop sinceits costto H is 4 which
is lessthan5. So A forwardsthe paclet to D which in turn
forwardsto G. Again at G, the adjacentink G H associated
with the usualnext hopis disrupted.So G looks for a feasible
next hopand nds thatF is feasiblewith its costto H being1
which is lessthan G to H costof 2. This way, a paclet from
A is deliveredto H successfullywith greedyforwardingeven
thoughsomelinks alongthe path are currently disruptedand
all nodesdo not have the accurateview of the network.

The greedyforwardingdescribedabore doesnot guarantee
delivery of a pacletto its destinatiorevenif thereexistsa path.
A paclet is discardedwvhenforward progressis not possible,
i.e., it reachesa deadendnodewhosecostto the destination
is smallerthanary of the possiblenext hops.For example,in
Fig. 1, supposehesourceof a pacletis A andits destinatioris
C. GiventhatA Cis currentlydisrupted,A dropsthe paclet
sinceit cannot nd a next hopto C with costsmallerthan1.
Note that a paclet encountersieadendnly whenthereis an
unannouncedlisruptedlink adjacentto the deadendnhode. If
all other nodesare madeaware of that disruptedlink, there
would be forward progressand this node would not be a
deadendFor example,if every nodeis awarethat A C is
down, D becomesa feasiblenext hop for A to reachC. But
triggeringa global updateuponevery link statechangecauses
signi cant overheaddueto network-wide ooding of link state
paclets. It would be ideal to inform only thosenodesin the
neighborhoodof the disruptedlink that would be affectedby
the disruption.But it is not easyto determinethe right scope
for an updatein the presenceof multiple simultaneousor
overlappingdisruptionsin the network. An alternateapproach
is to include suchdisruptedlinks that causea deadendn the

paclet itself so that the nodesalongthe paclet's ight utilize
this information in forwarding the paclet. That is precisely
whatis doneunderblacklist aided forwarding.

B. Bladlist Aided Forwarding

Under blacklist aided forwarding (BAF), a paclket can be
thought of as being forwarded in two modes: greedy and
recovery. A paclketis normally forwardedin greedymodeto a
next hopalongthe pathwith decreasingostto the destination.
Whenthereis no discrepang betweenrthe previously updated
stateandthe currentstateof the network, greedyforwarding
aloneensuredelivery. However, in the presenceof disrupted
links a paclet may arrive at a deadenchode.When a paclet
hits a deadendin greedy mode, instead of discardingthe
paclet, it is forwardedin recovery mode.In recovery mode,
pacletscarry a blacklist, a setof disruptedlinks encountered
alongthe path. A nodewhile forwarding a paclet choosesa
next hop alonga routethat doesnot includeblacklistedlinks.
The forwarding of a paclet is switchedbackto greedymode
whenit arrivesatanodewith lower costto thedestinatiorthan
the node at which it enteredrecosery mode. This approach
guaranteeoop-freereliable delivery evenin the presenceof
mary disruptedlinks.

BAF requiresthat each paclet carriesan additional eld
blist, the set of blacklisted links, apart from the dest eld
for the purposeof forwarding. Thereis actually no explicit
forwarding mode Instead,the next hop is determinedbased
on both destandblist elds of the paclet. For easeof under
standing,however, we canimagine that paclet is forwarded
in greedy mode when its blist is and in recosery mode
otherwise Apartfrom the destandblist elds, for convenience
of explanation(thoughnot necessaryor forwardingaswe will
seein the next section),let eachpaclet have another eld
costto keeptrack of the smallestcostto .destseenso far by

. This .costwould bethe sameasthe costto .destfrom the
lastdeadendhodeif the pacletis in recorery mode.Otherwise
it would be the sameas the costto the destinationfrom the
currently forwarding node.

Consideragain the example scenarioof Fig. 1, where a
paclet is beingforwardedfrom its sourceA to destination
C. We have seenthat undergreedyforwarding, A would not
be ableto nd a feasiblenext hop and thereforedrops the
paclet. With blacklist-aidedforwarding, insteadof dropping
the paclet, A includesthelink A C in the paclet's blacklist
since the usual nexthop to reachC is C itself, sets .cost
to 1 and forwardsit to alternatenext hop D. The node D
would computethe next hopwithouttheblacklistedlink A C
and nds that the next hop is C itself. Since the cost to
the destinationC from the next hop C is 0 and therefore
smallerthanthe current .costof 1, the .blist is resetto
and .costis setto 0. The paclet thus arrives at C along
the alternatepathA D C. The contentsof the .blist eld
while is traversingthelinks A D andD CareA Cand

respectiely. The correspondingaluesof the .cost eld are
1 andO. This example,thoughquite trivial, demonstratebow
a paclet is forwardedreliably with the aid of a blacklist.



Now consideranotherscenariowhereB is the sourceand
E is the destinationfor a packet . SinceB E is currently
disrupted,B would forward to A. It will set .costto 3 and
includeB E in .blist sincethe costfrom A to E is not less
than3. Then,A addsA Cto .blistandforwardsto D. The
nodeD determinesC asthe next hop basedon .blist. Before
forwarding,it resets .blistto sincethecostof 2 fromCto E
is lessthan .costwhichis 3. Thus,the pathtakenby would
beB A D C E. The correspondingraluesof .costat
each of these hops would be 3, 3, 2, and O respectiely.
Similarly, .blist wouldbe B E, A CB E, and

respectiely. Thus the blacklist of a packet grows when
necessary and shrinks if possible during the ight to its
destinationso asto ensureloop-freedelivery.

Theseexamplesdemonstratehe reliability and scalability
of BAF. It is easyto see that BAF delivers a paclet to
its destinationif there exists a path without disruptedlinks.
Moreover, under BAF, only a few nodesin the vicinity of a
disruptedink needto be noti ed of thelink beingblacklisted,
amountingto localized link state updates.In our example
topology paclet to ary destinationis delivered by BAF
without nodesG, F and H being informed of the disruption
of A CorB E,andlikewisenodesA, B, C, D andE of the
disruptionof G H. Suchan on-demandoropagation of state
malkes BAF a scalableschemefor reliable delivery.

V. ALGORITHMS AND IMPLEMENTATION

In this section,we rst provide a formal descriptionof the
greedyforwardingalgorithmandthenbuild uponit to develop
BAF algorithm. We prove that BAF guaranteedoop-free
delivery to ary reachabledestinationregardlessof the extent
of disruptions.We also show that blacklist-aidedforwarding
can be performedby a simple table lookup basedon both
destinationandblacklist elds of a paclet. Finally, we extend
blacklist-aidedforwarding to include learningwhich offers a
trade-of betweencontinualexploration of shortestpathsand
early avoidanceof disruptedlinks.

Before we presentformal procedureswe introduce some
notationusedin this paperand listed in Table I. We denote
by , thesetof all edgesn the network and by , the cost
of an edge accordingto the most recentglobal update.
It is assumedhat the setof all edges andtheir costs do
not changeoften and ary changesare updatedglobally. All
edgesn areconsideredo be in good stateby default. Due
to causessuch as interferencean edge may temporarily be
in the disruptedstate.Among the set of all edges , the set
of edgesthat are adjacent(local) to and currently in the
disruptedstateare denotedby . Similarly the setof edges

that are non-adjacentfremote)to andlearnedby to bein
the disruptedstateare denotedby . We use to
referto the shortestpathfrom to with edgesin andthe

correspondingostis denotedby

A. GreedyForwarding

TheprocedureGF for selectinga next hopalongthe shortest
pathwith forward progressrom node to destination given

TABLE |
NOTATION

setof all nodesas per last global update
setof all edgesas per last global update
costof edge asper last global update
setof disruptedadjacentedgesknown to i
setof disruptednon-adjacenedgesknown to i
shortestpathfrom to w.r.t. edgeset
costof the shortestpathfrom to w.rt.

.dest destinationaddressn paclet
.cost smallestcostto .destseenso far by
.blist setof blacklistededgesin

the setof all edges andthe setdisruptededges is shovn
in Alg 1. A neighbor is considereda feasiblenext hop with
forward progressif the cost of the shortestpathfrom to
is smallerthanthatfrom to (line 4). GF returns when
thereis no suchfeasiblenext hop. If more than one feasible
candidateexist, it picks the neighbor via which hasthe
shortestpathto (lines 5-8). We needto point out that GF is
a variant of classicgreedyforwarding asit doesnot always
choosea next hop with maximumforward progressinstead,
GF choosesa next hop suchthat it amountsto shortestpath
forwardingwhenthereare no disruptededges.Under greedy
forwarding,anode forwardsa paclet to next hop , where
GF dest . Here it is assumedthat node is
aware of only its adjacentdisruptededges . Whenthereis
no feasiblenext hop, i.e., if , the paclet is discardedIt
is easyto show that sincethe forward progresss consistently
ascertainedv.r.t. the sameset of edges , forwarding using
GF is loop-free[17].

Alg 1 : GreedyForwarding: GF
1

for all neighbors do

if then

2
3
4
5:
6: if then
7
8
9

:return

B. Bladlist Aided Forwarding

Under BAF, the blist eld of a paclet is initialized to
at the sourceand it is updatedalong the path. The formal
descriptionof the BAF proceduréor forwardinga paclet by
node is shovnin Alg 2. UnderBAF, we rst look for a next
hop with the smallestpath costand forward progresswithout
the edgesin the paclet's blacklist (line 1). If no such next
hop is found, at leastone adjacentlink of node mustbein
disruptedstate. Hencewe needto updatethe paclet's blacklist
by addingthe disruptedlink(s) to the blacklist. The disrupted
links adjacento thatneedto be blacklistedareidenti ed as
follows. First,we nd theneighborwith the smallestpathcost



using only the edgesin p.blist (line 3). If the link to that
neighboris currentlydisruptedthenit is addedo the blacklist
(line 4-5). This processis repeateduntil eitheri) we nd a
next hop,thelink from node to which is notdisrupted,or ii)
thereis no suchnext hop (lines 4-6). In the latter case(

), the destinationis unreacable and the paclet is dropped.
Otherwisei|t is forwardedto . Beforeforwarding,if the next
hop hassmallercostto the destinatiorthanany nodevisited
sofarby |, its blacklist blistisresetto (lines8-10).Thus,
only duringtherecovery till forward progresscanbe made,a
paclet is forwardedwith the aid of a non-emptyblacklist.

Alg 2 : Blacklist Aided Forwarding: BAF

1: GF dest blist
if then
GF
while
blist
GF
if then
if costthen
9: blist
10: cost
11: return

blist
do

dest

blist

dest blist

The rules for updatingthe blacklist of a paclet , .blist,

atnode canbe summarizedasfollows:
link is addedto blist if

- is currentlyin disruptedstate( )

— had beengood, would be the next hop (
GF dest blist

— no feasible next hop exists without
(GF dest blist

blist is resetto  if

— thereexists a feasiblenext hop
( GF dest blist )
— costto .destfrom is smallerthanarny othernode
visited so far ( cost)

In otherwords, blacklist-aidedrecovery is endedand greedy
forwardingis resumedas soonasthe paclet arrivesat a node
with forward progressSucha revision of a paclet's blacklist
malesit carrythe minimal setof disruptedinks to ensurethat
its forwarding is loop-free. A formal proof of loop-freedom
canbe foundin [18].

The descriptionof blacklist-aidedorwardingsofar focused
on its functionality in termsof how a next hop is selected
for a paclet basedon its blacklist and how the blacklist is
updatedalongthe pathto destination Considerthe operations
performedby a node underBAF while forwardinga paclet

. It hasto selecta next hop after excluding the links in

.blist and also updatethe .blist. The .blist may remain
unchanged or get resetto  or grow with the addition of
adjacentlinks of that are currently disrupted.In all these
cases,the forwarding operation amountsto mapping .dest
and .blist to a next hop and new .blist basedon the
currentlocal stateat , , andthe last updatedglobal state

. Note that .dest, .blist uniquely determines .cost,i.e.,
cost u v blist . So,thereis no
needfor an explicit cost eld in the paclet. This mappingfrom
.dest, .blist to , .blist canbe computedon-demancand
rememberedvhennode rst encounterghis .dest, .blist
pair. Once the mappingis done, thereafterany paclket with
that .dest, .blist combinationcan be forwardedsimply by
atablelook up. This mappinghasto berecomputeanly when
changeswhich is local andwhen changeswvhichis rare.

C. Blaclist Aided Forwarding with Learning

Underthe BAF schemedescribedabove, blacklistinforma-
tion carriedin a paclet is usedto forward that paclet only
and doesnot in uence the forwarding of ary other paclet.
Eachpaclet getsforwardedalong the usual shortestpath till
it encountersa disruptedlink and gets rerouted.While this
approachdeliverspacletsalongthe shortestpathswhen avail-
able,it couldmake pacletstraverselongerpaths.For example,
in Fig. 1 supposeA is the sourceandE is the destinationfor
a paclet. SinceA C andB E are currently disrupted,the
path taken by that paclet would be A B A D C E.
The correspondingraluesof blist eld at eachof thesehops
woudbe A C, A CB E, A CB E, and
respectiely. As long aslinks A C andB E aredisrupted,
accordingto BAF procedure,every packet from A to E
follows the samepathA B A D C E.Insteadanode
can learn from the blacklists of paclets arriving at it and
utilize this knowledge about non-adjacentdisruptedlinks in
forwarding other paclets. In this example, once A learns
aboutB E being disruptedfrom a paclet's blacklist, then
onwardspacletsto E can be forwardedalong a shorterpath
A D C E. We refer to this approachas bladcklist-aided
forwarding with learning (BAFL).

Alg 3 : Blacklist Aided Forwarding with Learning: BAFL

1: while blist do
2: blist blist blist

3 next blist

4: if then

5. if Dlist then

6: lastdeadend dest blist

7: if then

8 blist

9: return

A nodeunderthe BAFL schemdearnsaboutnon-adjacent
disruptedlinks from the blacklistsof paclets arriving at that
node. Let be the set of remoteedgesthat learntto be
disrupted BAFL usesthis informationin additionto its local
knowledge of adjacentdisruptedlinks  while determining
the next hop and new blacklist of a paclet. The formal
descriptionof BAFL procedureis given in Alg 3. It rst
computeshe shortestpathto .destandchecksif ary of the
edgesalongthe shortestpath are blacklisted,i.e., in .
If so,thoseedgesareaddedto .blist. This procesds repeated
till a pathwithout any blacklistededgesis found or no such



TABLE I
PARAMETERS OF BAFL SCHEME

limit on the size of a blacklist

max transmissiortries beforererouting
refreshintenal for adjacentlinks
refreshintenal for non-adjacentinks

path exists (lines 1-2). Here we akluse the notation and use
to referto boththe sequencandthe setof edgesalong
the shortestpath. Once the next hop is found, the shortest
pathcostto .destfrom the last deadendchode (which canbe
uniquely determinedbasedon the p.blist) is comparedwith
thatfrom thenext hop.If thelatteris smaller thenthe paclet's
blacklistis reset(lines 6-8). Thus,BAFL ensureghatblacklist
information carried in a paclet remainsthe sameas before
under BAF. For example,valuesof blist eld at eachof the
hopsof thepathA D C Ewouldbe A CB E, and
respectiely. Essentially underthe samesetof disruptions,
both BAF and BAFL provide loop-freedelivery while BAFL
routesarounddisruptedlinks soonerthan BAF.

Alg 4 : Processingf a paclet underBAFL: recv

1. if dest then
2. toupper

blist
BAFL
- while do

and blist andfailed send

BAFL

N arw

: drop

The actionstaken by node underBAFL uponreceptionof
apacletareabstractedndshovnin Alg 4 andits con gurable
parametersrelisted in Tablell. If the pacletis destinedfor

, it is passedto the upperlayer Otherwiseit needsto be
forwarded.Before forwarding, the set of blacklisted remote
edges is updatecdto includethis paclet's blacklist (line 3).
Thenthe next hopis determinedusingthe BAFL procedurelf
thereis no next hop or if the size of the resultingblacklist of
the pacletis greaterthana presetlimit (BAFL  GF when

= 0), pacletis discardedOtherwise attemptis madeto send
the paclet to the chosennext hop . If a certainnumberof
attempts fail, that link is blacklistedand addedto the
set of blacklistedlocal edges (line 6). Another next hop
is chosenand this procesds repeatedill eitherthe paclet is
successfullyforwardedor discarded.

The above descriptionof packet processingshavs how a
nodelearnsaboutnew local andremotedisruptededgesSince
an edgemay be in disruptedstatetemporarily a node needs
to unlearn blacklistededgesperiodically For the purposeof
unlearningthe blacklistknowledge,a time stampis associated
with eachedgein thesesets.Let be the time an adjacent
link is addedto the blacklist . Thenit is removedfrom

at time , where is a con gurable parameter
Similarly a non-adjacentink is removed from if

TABLE 1lI
SUMMARY OF DIFFERENCES IN FORWARDING SCHEMES

Scheme| Forwarding Operation
SPF dest
GF dest
BAF dest blist blist
BAFL dest blist blist
not refreshedwithin atime interval . When  is setto 0,

BAFL behaeslike BAF. Otherwise thesevaluesaresetsuch
that , i.e., local links are probedmore frequentlythan
remotelinks. It shouldbe notedthat learningand unlearning
of blacklistscanbe doneusing datapaclketsonly.

D. Summary

The variousforwarding schemeslescribedso far differ in
the information they usein determiningthe next hop for a
paclet. Thesedifferencesare summarizedin Table lll. The
cornventionalshortespathforwarding(SPF)schemecomputes
next hops basedsolely on the globally updatedlink state
information . It doesnot use ary knowledgeit has about
the changesin the stateof its adjacentedgesuntil they are
globally noti ed lestit could causeforwardingloops. The GF
schemeusesa nodes awarenesof the stateof its adjacent
edges andavoids forwardingloopsby choosingonly those
next hopsthat ensureforward progress.GF would be same
as SPF when there are no adjacentdisrupted edges,i.e.,

. Our BAF schememalkesthe paclet carry a blacklist
whenforward progresss not possibleandusesthis additional
information .blist to recover from deadendsFinally, BAFL
schemdearnsaboutthe remotedisruptededgesfrom paclets
blacklistsand takes advantageof this acquiredknowledge
for early reroutingarounddisruptededges.

V. PERFORMANCE EVALUATION

We now evaluate the performanceof blacklist-aidedfor-
warding approachin terms of its reliability, optimality and
scalability We show that BAF delivers pacletsreliably along
nearoptimal pathswith minimal overheadeven when mary
links and nodesare disrupted.

We rst discussour evaluationmethodology We randomly
generatea wirelessnetwork of 200nodesin a3km 3km eld
suchthat no two nodesare too close (at least70m apart) as
is the casein sulurbanand rural communities.We assume
that the wirelesstransmissiorrangeof a nodeis 300m. Each
link betweentwo nodesthat arewithin the transmissiorrange
is assigneda cost (a measureof its long-term throughput)
randomly chosenfrom 100 to 300. This basetopology ( )
is assumedo be known to all the nodesin the network (via
globallink stateupdates)To simulatethe effectof disruptions,
acertainfractionof thelinks in thebasetopologyarerandomly
chosenand designatedas disrupted.We then run our BAF
and BAFL schemesn the resultingtopology for forwarding
pacletsbetweenevery nodepair andcollect variousstatistics.
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Fig. 3. Optimality of BAF: stretch

Each such experimentis run with 5 different seedsand we
reportthe aggr@ateresults.Note thatin this setting,BAF and
BAFL differ only in termsof optimality. Thereforewe refer
to both by BAF unlessit is nhecessaryo distinguishthem.

A. Reliability

We measureghereliability of BAF by the percentagef node
pairsbetweerwhom pacletscanbeforwardedsuccessfullyus-
ing BAF amongall reachablghaving a pathwithout disrupted
links) nodepairs. Fig. 2(a) shavs the reliability of BAF with
different valueswhenthefractionof disruptedinks is varied
from 1% to 10%. With , BAF would be sameas Gk
As the fraction of disruptedlinks increasesthe delivery ratio
underGF falls off steeply This shaws that greedyforwarding
aloneis incapableof handling disruptions.In contrast,the
delivery ratio improves dramatically under BAF even when
a paclet's blacklistis limited to at mostonelink. BAF with

hasa delivery ratio of morethan92% eventhough10%
of the links are disrupted,which demonstrateshe power of

blacklist-aidedforwardingapproachAs expected whenthere
is no constrainton the blacklistsize ( ), we have perfect
delivery. The strengthof BAF is that similar reliability canbe
achieved even whenblacklist sizeis limited to 3.

In somescenariosa disruptioncould be suchthat a node
cannotcommunicatevith ary of its neighborsj.e., all its links
aredisrupted.To seethe effect of suchcorrelateddisruptions
of links on BAF, we evaluatedits reliability in the face of
node disruptions.Roughly speaking,disruptionof  fraction
of nodescorrespondgo disruption of 2 fraction of links.
Fig. 2(b) shows the delivery ratio of BAF when the fraction
of disruptednodesis variedfrom 1% to 5%. Onceagainthere
is a signi cant improvementbetweenGF ( ) and BAF
( ). Comparedo Fig. 2(a),in Fig. 2(b), the delivery ratio
of BAF with node disruptionsis relatively lower than that
with individual link disruptions.This is not surprisingsince
BAF doesnot distinguishbetweennode and link disruptions
and thereforewould have to blacklist mary adjacentlinks of
a disruptednode when that node is along the best path to
the destination.Consequentlya paclet's blacklist may reach
the limit and get dropped.However, with only , the
deliveryratiois morethan98%evenwhen5% of thenodesare
disrupted As before, whentheblacklistsizeis not constrained,
thedeliveryratiois 100%.Theseresultsdemonstratéhat BAF
can deal with disruptionsof mary links and nodeswithout
global link stateupdates.

B. Optimality

Under BAF, a paclet takes the usual shortestpath till
it encountersa disruptedlink and then gets reroutedalong
the alternate path. Consequently in the presenceof link
disruptions, BAF may forward paclets along longer paths
comparedo the optimal pathscomputedbasedon the global
link stateupdates.BAFL improves upon BAF by having a
node learn from the blacklists of paclets arriving at it and
utilize this knowledge about non-adjacentdisruptedlinks in
forwarding other paclets. For example, in the topology of
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Fig. 4. Scalability of BAF: (a) blacklist propagationdistance;(b) size of a paclet's blacklist; (c) size of a nodes blacklist.

Figure 1, pacletsfrom A to E are forwardedalong the path
A B A D C E while BAFL forwardsthem alongthe
pathA D C E. Still, forwarding pathsunderBAFL may
not be optimal. For examplein thetopologyof Figurel, dueto
the disruptionof A C, both BAF and BAFL forward paclets
from F to A alongthepathF C D A. Had nodeF been
made explicitly noti ed of the disruptionof A C, paclets
would be forwarded along the shorterpath F G D A.
However, we showv that the extent of this elongationdue to
BAF and BAFL is not signi cant.

Let stretch of a path betweena pair of nodesbe the ratio
of thelengthsof the pathunderBAF (BAFL) andthe optimal
shortestpath. Whenthe weightsof all the links are not same,
pathlengthis saidto be the sum of the weightsof its links.
Note that without ary link disruptions,thereis no difference
betweerthe BAF or BAFL pathsandtheoptimalshortespaths
and so the stretchis . The stretchfor pacletsfrom F to A
dueto BAF or BAFL is -. On the otherhand,the stretchfor
pacletsfrom A to E dueto BAF is — while it is — (optimal)
under BAFL. The averageand the maximum stretchdue to
BAF andBAFL ( setto ) for the pairsof nodesaffectedby
link disruptionsis shavn in Figure 3. The averagestretchdue
to BAF, acrossvarying fraction of disruptedlinks, is lessthan
1.1 while the maximumis 4.3 when 10% links are disrupted.
BAFL improvesthe averagestretchslightly comparedo BAF
but bringsdown the maximumstretchsigni cantly to around
2.5. It is worth pointing out that blacklist aided forwarding
decoupleptimality from reliability. It ensuregeliable deliv-
ery evenundersevereconditions.Optimality canbe controlled
by adjustingamountof resourcesusedfor updatetrafc. In
other words, BAF allows a trade-of betweenscalability and
optimality of routingwithout impactingits reliability which is
not the casewith mary otherrouting protocols.

C. Scalability

We measurehe scalability of BAF in termsof: i) how far
the information about a disruptedlink is propagatedvia a
paclet's blacklist;ii) how largeis the blacklistof a paclet; and
iii) how mary total blacklistedlinks a nodeseesunderBAF.
First, we showv in Fig. 4(a) the averageand the maximum
distancefrom a disruptedlink to the farthestnoti ed node
measuredn hops. Averageblacklist propagationdistanceis

lessthan 2 hopsregardlessof the fraction of disruptedlinks

while the maximum distancegoes up to 9 with 10% link

disruptions.This points out the limitation of schemessuch
as[12] basedon locally scopedupdateswith a x ed scope.
The chosenscope could be more than sufcient in some
casesaandlessthannecessaryn othercasegesultingin either
unnecessarpverheador paclket dropsand forwarding loops.
On the other hand, BAF localizesthe blacklist propagation
wheneerpossibleandpropagatetheblacklistto distantnodes
when necessaryor ensuringloop-freepaclet delivery.

Next, in Fig. 4(b), we plot the averageand the maximum
sizes of a paclet's blacklist at each hop. The averageis
close to 0 and increasesonly slightly as the fraction of
disrupted links increases,.e., most of the paclets do not
carry non-emptyblacklist. Even the maximum blacklist size
is only 5. This shaws that per paclet overheaddue to BAF
is negligible. Finally, Fig. 4(c) givesthe the numberof non-
adjacentdisruptedlinks learnedby a node through paclet's
blacklists.We considerednly the nodesthat seeary blacklist
atall. The averagenumberof blacklistedlinks seenby a node
is closeto 1 andincreaseslowly asthe fraction of disrupted
links increasesThe factthata nodewould seeon the average
only 1 and at the most 8 blacklistedlinks out of around59
(10%) disruptedlinks while ensuringreliable delivery is a
testimory of the effectivenesf on-demandstatepropagation
approachof BAF. Theseresultscon rm that communication
and computationabverheadslueto BAF are quite small and
establishBAF asa scalableschemefor reliable delivery.

VI. FINE-GRAIN BAF

We have so far shovn that the BAF approachis suitable
for staticmultihop wirelessnetworks wherethe stateof a link
changedrequentlybetweengood andbad dueto disruptions.
In this section,we demonstratethat the BAF approachcan
effectively handleeven ne-grain uctuations in link quality.
The problem scenarioaddressedn this sectioncan be de-
scribedasfollows. A cost(e.g.ETX [11] or ETT [8]) is asso-
ciatedwith eachlink thatrepresentits quality or throughput.
The short-termcost of a link may vary considerablywhile
its averagelong-term costis relatively stable.According to
the BAF approachthe long-termcost of a link is corveyed
globally, whereasits short-termcost,if worsethanthe long-
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term cost, is propagatedonly locally. This contrastswith

our earlier formulation of the problemwhereit is assumed
that the state of a link is either good or bad, i.e., when it

is in good state, it hasa nite cost representingits long-

term throughput,whereasits cost is in nity when it is in

bad state.Here, we proposean extensionto BAFL referred
to as ne-grain blacklist-aided forwarding (FBAF) that can
deal with more ne grain variationsin link quality. In the

following, we discussthe implementationFBAF and evaluate
its performance.

A. Implementation

The maindifferencebetweerBAFL andFBAF is thatalong
with a blacklisted link, its current short-termcost is also
includedunderFBAF. We introducesomeadditionalnotation
to help describethe operationof FBAF. As before, denotes
the setof all edges,and , the long-termcostof an edge
accordingto themostrecentglobalupdate Dueto causesuch
asinterferencethe short-termcost of an edgemay be worse
thanits long-termcostin which caseit is consideredlisrupted
and it may be blacklisted.The short-termcost of an edge
accordingto a node is denotedby . Amongthe setof all
edges , the setof edgegbothnon-adjacenandadjacentthat
areknown to to bein the disruptedstateare denotedby
We use to refer to the shortestpath from to
giventhe setof edges andtheir costs . Similarly, the cost
of the shortestpathis denotedby .

Under FBAF, an edge may be blacklisted,by a node ,
if its currentcost , accordingto , is worse than globally
updatedcost resultingin the selectionof an alternatenext
hop.The procedurdor computatiorof a paclet's blacklistand
its next hopareshavn in Alg. 5. We rst computethe shortest
path basedon globally known setof costs (lines 1-2). If it
containsary of the blacklistededgesthey areincludedin the
paclet's blacklist (line 5). Also a new pathis computedagain
after revising the costof thoseblacklistededgeg(line 4). This
processs repeatedill no new edgesareaddedto the paclet's

Alg 5 : Fine-grainBlacklist Aided Forwarding: FBAF

1:

2: while blist do
3 for all blist do
4.

5: blist blist

6: next

7. if then

8 if blist then

9: lastdeadend dest blist

10: if then
11: blist

12: return

blacklist. The restof the procedures similar to BAFL.

AIg 6 : Processingf a paclet underFBAF: recv

1: for all blist do
2: if time then
: time
cost

FBAF

3
4:
5:
6:
7: send( )

Oneof the detailsnot mentionedabove is that a timestamp

is associatedvith eachlink at node . This timestamp
re ects the lasttime thatlink's stateis measurednd updated
either globally or locally through a paclet's blacklist. It is
assumedhat this valueis monotonicallyincreasing.A larger
timestampindicates more recentstate of a link. Wheneer
a link is includedin the blacklist of a paclet by a node
, both its timestamp and its current cost  are also
included.We usethe notation .time to referto the timestamp
of a blacklistedlink and .cost,its correspondingcost. The
processingf a paclet underFBAF is showvn in Alg. 6. Based
onthe paclet's blacklist, we updatethe blacklistcacheat node
. Only if the timestampof a link in the paclet's blacklist is
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larger, the blacklistat node is updated.The FBAF procedure
is then usedto computethe blacklist and next hop for the
paclet, andit is forwardedto that next hop.

B. Evaluation

The performanceof FBAF is evaluatedusingthe link-level
measurementatafrom MIT Roofnetproject[1]. The Roofnet
is a 38-nodemulti-hop wirelessmeshnetwork spreadacross
approximatelysix squarekilometerswhereeachnodeconsists
of aPCwith an802.11bcardconnectedo anomni-directional
antennamountedon the roof. The correspondingneasurement
tracerecordsadeliveryratio for eachof the 352 uni-directional
links every 200 ms for 90 sec.A detaileddescriptionof the
measuremensetupand datacollectedcan be found in [19].
It is obsenedthatthis network hasmary intermediatequality
links andthus makingit suitablefor evaluating FBAF.

The FBAF formulationis basedon the notion of short-term
costandlong-termcostwhich aredeterminedn our evaluation

settingas follows. Basedon the forward delivery ratio  (of
link ) andbackwarddeliveryratio (of link ) givenby
thetrace,the short-termcostor ETX? of link is computed

as — [11]. The short-termcostof a link is determinedevery
200 ms basedon the correspondinglelivery ratios. The long-
term costof a link is computedasthe averageETX sincethe
last global update.The global updateinterval underFBAF is
setto 10 secor 30 sec.

To evaluatethe optimality of FBAF, we measurehe stretch
underFBAF w.r.t the optimal routing. Fig. 5(a) and Fig. 5(b)
shav theaveragestretchamongall the nodepairsunderFBAF
with global updateinterval of 10 sec and 30 sec. For both
scenariosthe averagestretchis quite closeto 1 and always
lessthan1.25.To demonstrat¢he scalabilityof FBAF, we plot
the numberof blacklistedlinks learnedby a nodein Fig. 6(a)
and Fig. 6(b). The averagesize of a blacklist maintainedby

3Since ETX is de ned only for bidirectional links, we discardunidirec-
tional links suchas with no corresponding . A total of 44 such
unidirectionallinks exist and our experimentsinclude the rest 308 links.

a nodeunderFBAF in both casess insigni cant considering
thatthereare 308 links in the network. It is worth noting that
increasinghe globalupdateinterval from 10 secto 30 sechas
little impacton the overall performanceof FBAF. Onceagain
theseresultsillustratethe ef cacy of localizedon-demandink

statepropagatioreffectedby the BAF approach.

VIl. RELATED WORK

Many routing schemesare concevable for multihop net-
works with static nodesand dynamiclinks. An ideal scheme
delivers paclets to destinationg(reliable), along the shortest
paths (optimal), with minimal overhead (scalable).In this
section,we discussvarious possiblerouting alternatves and
arguethatlink stateroutingwith blacklist-aidedforwardingis
the most suitableone for static multihop wirelessnetworks.

There have been several proposalsfor making link state
routing scalefor ad hoc networks. They are categorizedinto
efcient disseminatiorapproachesnd limited dissemintation
approachef0]. OLSR[16] is anef cient disseminatiorbased
approachthat propagatesipdatesthroughthe entire network
but more efciently than traditional ooding. Fishg/e State
Routing (FSR) [12] and Hazy Sighted Link State (HSLS)
routing [20] are limited disseminationbased schemesthat
updatethe nearbynodesat a higherfrequeny thanthe remote
nodesthat lie outside a certain scope which is static and
thereforecould be morethansufcient in somecasesandless
than necessanjin other casesfor ensuringloop-free paclet
delivery. Blacklist-aidedforwarding can be categorizedas a
limited disseminatiorapproachput unlike FSRand HSLS it
effectively noti es only thenodesin thevicinity of adisrupted
link that needto be informed and delivers reliably despite
multiple simultaneouglisruptions.

It is interestingto contrastideas of blacklist-aidedfor-
warding with similar ideasin other schemesBlacklist-aided
forwarding works along the similar lines of position based
forwarding [6] and canbe thoughtto switch betweengreedy
andrecovery modesBut it doesnot have the samede ciencies



as position based forwarding in terms of optimality and
reliability. Blacklist aided forwarding is similar in spirit but
oppositein effect to loose source routing. While a paclet
underloosesourcerouting carriesa list of nodesthat mustbe
traversed underblacklistaidedforwardingit containsalist of

links that mustnot be traveised Also, a paclet's loosesource
routeis determinedat its sourcewhile its blacklistis updated
duringthe ight to its destinationlt is suggestedhat DSR[9]

can bene t from caching“negative” information aboutlinks

that are currently providing highly “variable” service.Also,

DSR allows backtrackingbut preventsa paclket from being
sahaged more than once. Our approachlets each paclet
explicitly carry a blacklist and allows both backtrackingand
sahaging multiple times during a paclet's ight.

Link Quality SourceRouting (LQSR) is schemeproposed
recently[21] speci cally for staticmultihopwirelessnetworks.
LQSRis basedon DSR but usesa link cacheinsteadof route
cacheand is essentiallya link staterouting protocol. Under
LQSR, eachpaclet carriesthe sourceroute and intermediate
node updatesthe sourceroute with the current metric for
outgoing link. The recever has to send either a gratuitous
reply back to the sourceor piggybackit on data paclet in
which caseit effectively carriestwo sourceroutes.In addition,
LQSR usesa proactive backgroundmechanismto maintain
the metricsof all links. This is doneby piggybackingthe link
info on route requestsand sendinga dummy route request
messageln contrastunder BAF, forwardingis done hop by
hop and eachpaclet carriesonly the blacklist in additionto
the destinationaddress.

Blacklist-aidedforwardingcanbe cateyorizedason-demand
table-driven link-state routing scheme.The advantagesand
disadwantagesof table-driven, pro-active, link-state routing
for mobile ad-hocnetworks are well studied[4]. In general,
they avoid the route discovery lateny at the expense of
route maintenanceoverhead.lt is said that proactie routing
protocolssuffer the disadwantageof repairinga broken route
eventhoughno applicationsarecurrentlyusingit. Thatwould
not be the case with blacklist-aided forwarding. When a
degradedlink were not to be traversedby a paclet, that link
would not be blacklistedandit would not causeary overhead
underblacklist-aidedforwarding.

VIIlI. CONCLUSIONS AND FUTURE WORK

In this paperwe focusedon the designof a scalablescheme
for reliabledelivery in static multihop wirelessnetworks with
frequentdisruptions We proposed link-state-basedlacklist-
aided-forwarding approachthat provides loop-free delivery
despitedisruptionsthrough on-demandpropagationof infor-
mation on disruptionsvia blacklists carried in data paclets
while taking advantageof static adjacencief nodes.BAF
guaranteedlelivery of paclets to all reachabledestinations
irrespectve of the extent of disruptions.We have evaluated
BAF anddemonstratethatit is notonly reliablebut alsonear
optimal and highly-scalable We have also shovn that BAF
approachcan be extendedto effectively handlelink quality
variationsat a ner scalethanjust goodandbad.

The main limitation of this paper however is that we
have only presentedpreliminary evaluation results of BAF
to demonstratats features.We have not comparedits per
formance againstsimilar schemessuch as LQSR [21] and
HSLS [20]. We are currently simulatingtheseschemesising
NS2 [22] and performinga thoroughevaluationof BAF and
other schemesghat are tarmgetedfor static multihop wireless
networks. We will alsobe implementingBAF andconducting
real-world experimentsto further bolsterthe caseof BAF.
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